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1. Introduction

The ECAT-2600 is a Modbus/OPC to EtherCAT Main Device Gateway with a built-in web server
(HTTP/HTTPS), allowing users to configure the module, monitor, and control I/O directly through a
standard web browser, enabling remote control systems. The operation is as simple as regular web
browsing. It supports logic function rule settings with IF, THEN, ELSE for configuring logical
judgments between I/O and software points. It also features a scheduling function, allowing
predefined rules to be executed at specific times. Equipped with dual-port Ethernet switches, it
supports the construction of a Daisy Chain network topology, simplifying wiring configuration and
reducing maintenance complexity, cabling costs, and the need for additional switches while

enhancing network scalability.

In the event of a power failure in an individual ECAT-2600 module, the automatic LAN Bypass
function ensures that the Daisy Chain network continues to communicate, maintaining the stability

of Ethernet communication.

Modbus Master

‘i PAC
e RS-422/485 @

Touch Panel

The ECAT-260x series is equipped with multiple cybersecurity mechanisms, offering comprehensive
protection for industrial communications. Its built-in web server supports authentication and HTTPS
encrypted communication, ensuring the security of web communication and RESTful API data,
preventing information leakage. It supports various industrial 1oT communication protocols,
including Modbus, OPC UA Server/Client, MQTT Client, and LwM2M Client, with the option to use
TLS/DTLS communication certificates and encryption mechanisms. This provides additional
protection for valuable data and devices, preventing unauthorized access, interception, or
tampering during transmission. Additionally, the ECAT-260x series includes an IP address filtering

feature, allowing users to permit or block access from specific IP addresses. In case of network



Modbus/OPC UA to EtherCAT Main Device Accelerator

anomalies, the system can activate defense mechanisms to minimize potential damage, providing
comprehensive cybersecurity protection. Here’s a comparison between the ECAT-260x series and

traditional Ethernet 1/0:

Series
ECAT-260x Traditional Gateway

Features
Modbus Modbus TCP/UDP/TLS Modbus TCP/UDP
OPC UA Account/Password, Anonymous, Certificate | -
MQTT Account/Password, Anonymous, Certificate | -
LwM2M Account/Password, Anonymous, Certificate
Web/Restful APl | HTTP/HTTPS HTTP

Transmission
AES-128 ~ AES-256 -~ SHA-256 =

Encryption
Active
o Yes -
Transmission
IEEE 802.1X EAP ~ PEAP -

The ECAT-260x series supports IPv4/IPv6 Dual-stack technology, allowing it to simultaneously hold
both IPv4 and IPv6 addresses and communicate with either IPv4 or IPv6 devices. It automatically
analyzes packet sources and determines network protocols without the need for additional
configuration by the user. The module supports SLAAC (Stateless Address Auto configuration) for

automatic IPv6 address assignment, enabling true plug-and-play functionality for IPv6.

Additionally, the ECAT-260x series features built-in 802.1Q VLAN technology, providing enhanced
cybersecurity and real-time industrial communication. Through the VLAN function, network

communication resources can be partitioned or reserved, improving flexibility in network

management.

Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.
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1.1 Features

1. COMPREHENSIVE CYBERSECURITY MECHANISMS

The ECAT-260x series has a built-in HTTP/HTTPS web server, with HTTPS providing a secure web
service interface. Users can configure module settings, control output channels, and monitor
connections and I/O status via the web interface or RESTful API, all without the need for additional
software installation. The ECAT-260x series supports industrial loT communication protocols such as
Modbus, OPC UA Server/Client, MQTT Client, and LwM2M Client, with the option to enable SSL/TLS
certificates and encryption. This ensures that sensor data is encrypted during transmission,
preventing unauthorized access. Additionally, the ECAT-260x series includes an IP address filtering
function, allowing users to set specific IP addresses for permitted or blocked access. The Netstat

feature helps users check the real-time connection status of listening TCP ports and connected
3 ©
“4OPC UA

Q)
' EtherCA1'_‘= SMQTT % s
P amu ] o)

clients.

2. DENIAL-OF-SERVICE (D0S/DD0S) ATTACK DEFENSE

The ECAT-260x series is equipped with built-in defense
mechanisms against DoS/DDoS attacks. It can actively
regulate network traffic to mitigate the interference
caused by a large volume of abnormal network packets on
Ethernet 1/O operations. When the network experiences a
surge in abnormal packets, the ECAT-260x series detects it
in real-time and activates its defense mechanisms,

managing and controlling network traffic to prevent the

negative impact of packet floods. This ensures the stable

operation of the Ethernet 1/O system.

Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.
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3. SUPPORT FOR IPv4/IPv6 DUAL-PROTOCOL

The ECAT-260x series utilizes Dual-stack technology, allowing it to monitor packets from both IPv4
and IPv6 networks and maintain both IPv4 and IPv6 addresses simultaneously. Users do not need to
perform additional configurations, as the system automatically analyzes packet sources and
determines the appropriate network protocol. The ECAT-2600 is equipped with SLAAC (Stateless
Address Auto configuration), enabling true plug-and-play functionality for IPv6. Despite the
complexity of IPv6 addresses, the module automatically requests IP information from the router
using SLAAC technology, eliminating the need for manual configuration while ensuring IPv6

plug-and-play convenience.

Master

4. RULE LoGIC ENGINE

The ECAT-260x series has a built-in logic function engine that supports IF-THEN-ELSE rules for
configuring logical decisions between physical 1/0 and software points. This allows for stable and
rapid execution of automated monitoring procedures. The logic engine also supports encrypted (or
unencrypted) email notifications. Users can incorporate email sending actions into the IF-THEN-ELSE

logic to promptly send email messages to relevant personnel when specified events occur.

DI Channel
Al Channel

DO Channel
AO Channel
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5. SUPPORT FOR MDNS HOSTNAME RESOLUTION

The ECAT-260x series supports the mDNS (Multicast DNS) protocol, which provides
easy-to-remember and fixed domain names ending in .local (e.g., EthernetlO.local) for local
network communication. Browsers or software that support mDNS can communicate with the
ECAT-2600 using its mDNS domain name. Regardless of whether the network uses a static IP
address or DHCP, if the IP address changes, users can still communicate with the ECAT-260x series
using the fixed mDNS domain name. This avoids communication problems that may occur due to IP

address changes.

ECAT-2601_A.local '
192,168.1.2 |

ECAT-2601_A.local ([ R -

ECAT-2601_B.local ECAT-2601 B.local

192.168.1.6
ECAT-2601_C.local [ e SRS

by

6. DATA LOGGING AND BACKUP FUNCTIONALITY

The ECAT-2600 features a Data Logger function that can
record real-time values from I/O module channels
either periodically (by time intervals) or based on event

triggers. The recorded data is stored in .csv format files,

which can be downloaded. Additionally, data log files

can be automatically sent back to a backend

management center via FTP/OneDrive/Google Drive for

data consolidation and analysis.
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7.802.1Q AND 802.1p PRIORITY TAGGING

Supporting 802.1Q and 802.1p priority tagging, the ECAT-2600 module tags data frames on selected
network protocols for use with 802.1Q compliant switches. In environments with limited network
bandwidth, this configuration effectively preserves network resources for time sensitive network

communication, ensuring low-latency and high-reliability transmission.

802.1Q TSN Switch

), < ' Time Sensitive Networking l-

; i ‘:ﬂ Non TSN l-

802.1Q TSN Switch Generic Switch

8. DUAL ETHERNET PORTS, SUPPORTING DAISY-CHAIN AND LAN BYPASS

The ECAT-260x series are equipped with a dual-port Ethernet switch, supporting the construction of
a Daisy-Chain network topology. The benefits of using a Daisy-Chain topology include simplified
wiring and maintenance complexity, reduced wiring and maintenance costs, and improved network
scalability. Additionally, the ECAT-260x is equipped with a LAN Bypass function, which ensures
Ethernet communication stability. If any ECAT-2600 module loses power, this function automatically

activates to maintain network connectivity.
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9. POWER OVER ETHERNET (POE)

The module has integrated Power-over-Ethernet (PoE), it allows power and data to be carried over a
single Ethernet cable, so a device can operate solely from the power it receives through the data
cable. This innovation allows greater flexibility in office design, higher efficiency in systems design,
and faster turnaround time in set-up and implementation. The module feature true IEEE
802.3af-compliant (classification, Class 1) Power over Ethernet (PoE) using both Ethernet pairs

(Category 5 Ethernet cable).

The module can receive power from an auxiliary power sources like AC adapters and battery in
addition to the PoE enabled network. This is a desirable feature when the total system power
requirements exceed the PSE’s (power sourcing equipment) load capacity. Furthermore, with the

auxiliary power option, the module can be used in a standard Ethernet (non-PoE) system.

Data
G

tm—

NS-205PSE-24V Power
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1.2 Applications

v' Factory Automation

v" Building Automation

v" Home Automations

v" Remote Diagnosis and Management

) - ' .
. = I =

° L
et M. NMQTT “#0PC UA

Waodbus
i

Digital Analog  Pulse/Frequency Waming Light

CNEE B

RTD Sensor Thermometer Relay Oulput ON/OFF Switch

REST API

Control System - : ;

-2600 _—— NV piaal

Industrial IOT Accelerator
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https://www.icpdas.com/en/product/guide+Software+Utility_Driver+eSearch__Utility

A HOME > PRODUCTS > Industrial Communication > Fieldbus Communication > EtherCAT > Gateway > ECAT-2601

ECAT-2601 sl T [ )
* ECAT-2601 download center & Bl ?
. . Modbus/OPC UA to EtherCAT Main Device Accelerator DoToad lmal FAQ
(Documentation, Firmware..., etc.) Cookr
https://www.icpdas.com/en/product/ECAT-2601 _,— Features

 Built-in EtherCAT MainDevice
© Free Run mode
© Connect to SubDevice's PDO without ESl file
o Supports Third-party SubDevice
o Automatically connect to the EtherCAT
SubDevice in 10 seconds after power-on
! © User-defined SDO Startup Entry
3 © Cycle time 125us (Max.)
G * Support Modbus Server
* Supports OPC UA Server
* Built-in Web Server (HTTP/HTTPS)
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1.3 Web Server Technology

Web server technology enables the ECAT-2601 to be configured via a standard web browser
interface, e.g., Google Chrome, Internet Explorer, or Firefox, etc. This means that it is easy to check
the configuration of the ECAT-2601 via an Ethernet network without needing to install any other

software tools, thereby reducing the learning curve required for maintaining the device.

+

N (i EtherCAT MainDevice X

« > C 10.1.0.110 Q

~ EtherCAT MainDevice

I CP Home | EtherCAT | Modbus | OPC UA | Network | Filter | Maintenance |
DAS Netstat | Password | Logout

GG ERNE S ECAT-2601 PAEENETER EthernetlO
S EIEAE LY 1.0.0 (Mar 5 2025) |4 e b [(c5 00-0d-e0-ab-dd-31

TCP Port Timeout
(Socket Watchdog, Seconds)

| =¥atels (=13 10.1.0.110 18

System Idle
(Network Watchdog, Seconds)

Initial Switch 4

Information:
Moduie nformation [
Module Time April 21, 2025 at 18:26:10
BIOS Version Nov 28 2024, 200Mhz
47 min, 18 5
Modbus (TCP, Security)
. 0,0
Connections
Ethernet(E1) Status Link Up (100Mbps, Full Duplex)
Ethernet(E2) Status Link Down
Recv Packets 36612
Xmit Packets 480

System Information
Memory Usage 144880 KB Free
Scan Time 1.1 ms
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2. Hardware Information

This chapter provides a detailed description of the front panel, the hardware specifications, the pin

assignments, the wiring notes and the dimensions for the ECAT-2601 series modules.

2.1 Specifications

Model ECAT-2601

Software
Function | Web Interface for Configuration
COM Ports
Ports 1x422/485
Protocol Modbus RTU (Salve)
EtherCAT
RJ-45 x 1
Ports Distance between Stations: Max. 100 m (100BASE-TX)
Data Transfer Medium: Ethernet/EtherCAT Cable (Min. CAT 5e)
Cycle Time 0.125~32ms
Distributed Clocks Yes
Ethernet
RJ-45 x 3
Ports 2 x Distance between Stations: Max. 100 m (100BASE-TX)
1 x PoE (IEEE 802.3af, Class 2)
Modbus TCP, Modbus TCP/TLS, Modbus UDP, OPC UA, SNTP,
Protocol
HTTP/HTTPS
Power
Consumption 0.22 A @ 24 VDC
Powered from PoE IEEE 802.3af, Class 2
Powered from Terminal Block +12 ~ +48 VDC
Mechanical
Casing Plastic
Dimensions (W x L x H) 119 mm x 31 mm x 157 mm
Installation DIN-Rail Mounting
Environment
Operating Temperature -25~+75°C
Storage Temperature -30~+80 °C
Humidity 10 ~ 90% RH, non-condensing
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2.2 Appearance

%._

PWR SyS PoE

ECAT-2601

Ethernet
ar:
=]
<3

o F

=

YTy

=

Ethernet FihercAE+ Ethernet

RSW

RxD—

RxD+

TxD—
fo-
TxD+
/D+

oagg| ©

Resel

F.G. GND PR

LED indicator

EtherCAT, PoE and
Ethernet RJ-45 Jack

Rotary Switch

Reset button +12 to +48 VDC

Terminal

ETHI supports PoE, Ethernet

ETH3 supports EtherCAT only

(Operating Mode Switch)

Serial COM Ports

PoE

Ethernet

EtherCAT

Ethernet

COM1 (Modbus RTU)
05

IS0.GND1

ﬁ RxD1-

RxD1+
TxD1-/D1-
TxD1+/D1+
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PoE and Ethernet RJ-45 Jack

The ECAT-2601 series module is equipped with two RJ-45 jacks that are used as the 10/100 Base-TX
Ethernet port and features networking capabilities, only ETH1 supports PoE power supply. When an
Ethernet link is detected and an Ethernet packet is received, the Link/Act LED (Orange) indicator
will be illuminated. When power is supplied via PoE (Power-over-Ethernet), the PoE LED indicator

will be illuminated.

EtherCAT Port

=== The ECAT-2601 module is equipped with one RJ-45 jacks that are used as the
EtherCAT. ™ AHPP ’
EtherCAT port and features networking capabilities, only ETH3 supports
EtherCAT connection. When an EtherCAT link is detected and an EtherCAT packet is received, the
Link/Act LED (Orange) indicator will be illuminated.

+12 to +48 Vbc Jack

The ECAT-2600 series is equipped with a +12Vpc to +48 Vpc terminal that can be used to connect a
power supply. If no PoE switch is available on site, a DC adapter can be used to power the

ECAT-2601 module.

LED Indicator

Once power is supplied to the ECAT-2601 series module, the system LED indicator will illuminate. An

overview of the system LED functions is given below:

LED Function LED Color LED Behavior
Power on (PWR) Red Steady ON
Running Firmware (Sys.) GREEN Slow flashing — Once about every 1 second

To deliver both electrical power and data
Power over Ethernet (PoE) Yellow @

over a single Ethernet cable.
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Reset button

It can help you to upload the firmware in rescue mode when your ECAT-2601 fails to

recovery/update firmware in a normal way.

LED Behavior

Steady ON

Slow flashing — Once about every 1 second

To deliver both electrical power and data over a single Ethernet cable

¢ eSearch Utility [ v1.3.0, Jul.25, 2022 ] — O =

File Server Tools

Name | Alias | IP Address | Sub-net Mask | Gateway | MAC Addres |
ET-2242U EtherlO 10.1.0.99 255.255.0.0 10.1.0.254 00:0d:e0:e?:
YWeb Recovery Web Recovery 10.1.0.32 255.255.0.0 10.1.0.254 00:0d:e0:1 5:|
uPAC-7586E TimTsai-7586 10.1.0.107  255.255.0.0 10.1.0.254 00:0d:e0:75:
< >
M Search Server Configuration [UDP] Web Exit |
Status Y

There are 6 recovery processes as shown below:
1) Turn off the Power.
2) Keep pressing the reset button then turn on the power.
3) Hold the reset button for about 6 seconds, the Sys. LED will flashing.
4) Open the eSearch Utility and scan devices, you will see that the name is “Web Recovery”.
5) Open the Web browser, such as Google Chrome, enter the IP address of the ECAT-2601
module in the address bar and then click “Enter”, you will see the Recovery menu.

6) Click “Firmware update” or “Reset to factory default settings” button to begin the restore

process.

v @ 101032 X + — O X
« > C 101032 Q ¥ O a

Web Recovery Console

Firmware update

CHOOSE FILE UPLOAD

Reset to factory default settings

[ DEFAULT SETTING&REBOOT ]

Reboot

|
:
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Clicking “Search Server” button on eSearch Utility again, you will see that the name is “ECAT-2601".

& eSearch Utility [ v1.3.0, Jul.25, 2022 ] — O =

File Server Tools

Name | Alias | IP Address Sub-net Mas. eway | MAC Addres

tDS-718[i)_RevB2 Tiny 10.1.0.115 255.255.0.0 .1.0.254 00:0d:e0:77:

ECAT-2601 EthernetlO 10.1.0.32 255.255.0.0 10.1.0.254 00:0d:e0:15: I

uPAC-7586E TimTsai-7586 10.1.0.107 255.255.0.0 10.1.0.254 00:0d:e0:75:

“ Search Server Configuration [UDP] Web Exit |

Status A
Rotary Switch

Rotary switch is a mode selector. All selectors can be set by the user (range

0~15).

Serial COM1 Ports

The number of serial COM Ports available depends on the type of ECAT-2601 module. For more

detailed information regarding the pin assignments for the Serial COM1 port.

05 ISO.GND
04 RxD1-
coM1 03 RxD1+
02 TxD1-/D1-
01 TxD1+/D1+
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DIN-Rail Mounting

The ECAT-2600 series modules include simple rail clips on the
bottom of the chassis that allow them to be reliably mounted on
a DIN-Rail or a wall. For more detailed information regarding

DIN-Rail Mounting, refer to the illustration in figure below.

Mounting on a DIN-Rail

r’O

Dismounting form a DIN-Rail

oem ©
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2.3 Dimensions

The following diagrams provide the dimensions of the ECAT-2601 series module. All dimensions are

in millimeters.

—
—rm
| s . §
1
==

Top View
1190
2z —31.0—
L 1 —
| L T f
522 ."I : . I ".I
356
522 L g E
o T | SR =
Left Side View Right Side View Rear View

Bottom View Unit: mm
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2.4 Pin Assignments

s

ECAT-2601

3 05 ISO.GND
04 RxD1-
y coM1 03 RxD1+
\ 02 TxD1-/D1-
01 TxD1+/D1+
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2.5 Wiring Notes for RS-485/422 Interfaces

RS-422 Wiring
RS-422 Master RS-422 Device
DOHE) #0000 SR+
TxD-(A) RxD-(A)
RxD+(B) i:xmxm TxD+(B)
RxD-(A) TxD-(A)
GND E ¢ GND
FGND 2 ¢ FGND
RS-485 Wiring
RS-422/485 Device 1 RS-485 Device 2
D
SRE
22|28
RS-485 Master o
DATA+(B)
DATA-(A)
GND .
2-wire Only Device
Notes:

1. Usually, you have to connect all signal grounds of RS-422/485 devices together to reduce
common-mode voltage between devices.

2. Twisted-pair cable must be used for the D+/- wires.

3. Both two ends of the cable may require a termination resistor connected across the two wires (D+ and
D-). Typically 120 Q resisters are used.

4. The D+ and B pins are positive-voltage pins, and D- and A pins are negative-voltage pins in the above
figure. The B/A pins may be defined in another way depending on devices, please check it first.
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2.6 Connecting the Power and Host PC

1. Ensure that the network settings on your PC are configured correctly.

2. Ensure that the Windows firewall or any Anti-Virus firewall software is correctly configured or
temporarily disable these functions; otherwise the “Search Servers” function in the eSearch
Utility may not work as required. You may need to contact your System Administrator for more

details of how to do this.

3. Connect both the ECAT-2601 and the Host computer to the same sub-network or the same

Ethernet Switch, and then supply power (PoE or +12 to +48 Vbc) to the ECAT-2601.

PoE Power Supply

Host PC

e PWR SyS PoE

ECAT-2601

.|

Power over Ethernet

Ethernet

Cable
PoE Switch

(NS-205PSE)

ONLY ETH1 supPPORTS POE,
THE OTHERS DOES NOT SUPPORT IT
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+12 to +48 Vbc Jack Power Supply (Non-PoE)

Uses Non-PoE
Host PC Switch

Power Supply

Ethernet (+12 VpC to +48 VDC)

Cable

Hub/Switch
(NS-205)

4. Verify that the System (Sys.) LED indicator is flashing.
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3. Getting Started for ECAT-2601 series on
IPv4

This chapter provides detailed information about the “Self-Test” process, which is used to confirm
that the ECAT-2601 series module is operating correctly. Before beginning the “Self-Test” process,
the wiring test, Ethernet configuration and search/Modbus utility driver installation procedures

must first be fully completed. Follow the procedure described below:

Note: This chapter is based on IPv4 environment.

3.1 Configuring Network Settings
O &

I BT

1. Download the eSearch Utility and install it according to the installation o

instructions.
eSearch_v1.2.0_
The eSearch Utility can be obtained from the ICP DAS web site. setup.exe

The location of the download link is shown below:
@ https://www.icpdas.com/en/product/guide+Software+Utility Driver+eSearch Utility

2. Double click the eSearch Utility shortcut on the desktop.

3. Click the “Search Servers” button to search your ECAT-2601.

4. Once the search process is complete, double-click on the module name to open the “Configure

Server” dialog box.

¢ eSearch Utility [ v1.3.0, Jul.25, 2022 ] - O x
File Server Tools
Name | Alias | IP Address Sub-net Mask | Gateway MAC Address | DHCP | A
tDS-718i-D_RevB  Tiny 10.1.0.85 255.265.0.0  10.1.0.254 00:0d:e0:f7:18:d0 ON
iNS-306 loT Switch 192.168.255.1  255.255.0.0  192.168.0.1 __ 00:0d:e0:18:30:13

9 [ECAT-2601 EthernetlO 192.168.255.1  255.256.0.0 192.168.0.1  00:0d:e0:23:24:25
uPAC-7586E TimTsai-7586  10.1.112.2 255.255.0.0  10.1.0.254 00:0d:0:20:00:bd

Configuration [UDP] Weh Exit

Status
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Factory Default Settings of ECAT-2601 Series Module:

IPv4 settings Writable
IP Address 192.168.255.1 Y
Subnet Mask 255.255.0.0 Y
Gateway 192.168.0.1 v
IPv6 settings Writable
User-defined fc00::1 v
Link-Local EUI-64 format x
SLAAC Auto-Configure x

5. Enter the network settings information, including the IP, Mask, Gateway addresses, and then
click “OK” button. The new settings for the ECAT-2601 will take effect within 2 seconds.
If you don’t know the correct network configuration information, contact your Network

Administrator to obtain the details.

Configure Server (UDP) 4

Server Name :  ECAT-2601 IPvE Address

c00::1

O (ouce: 0:0FF  +| SubnetMask: [255.255.0.0 ias:  |EthernetlO
LIl" Address 10.1.0.110 Gateway 10.1.0.254 ¢ 0:0d:e0:23:24:25
Warning!!
Contact your Network Administrator to get correct configuration before any changing! 0 ance| |

Note: The DHCP feature is only valid on IPv4.
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6. Wait 2 seconds and click “Search Servers” button again to ensure the ECAT-2601 is working well
with new configuration.

7. Click the “Web” button to log in to the web configuration pages.
(Or enter the URL address of the ECAT-2601 in the address bar of the browser.)

¢ eSearch Utility [v1.3.0, Jul.25, 2022 ] — O e
File Server Tools
Name Alias IP Address Sub-net Mask | Gatewa MAC Address DHCP ~
AT-2R0 ernetl0 10.1.0.1110 0.1 0.1.0.254 00;:0d:el 4 0
W
< >
“@ Search Se ~ Configuration [UDP) Web | Exit

Status k r y

2 & 1010 x  + - y
® 10.1.0.110 A m O
Sign in to access this site
Authorization required by http://10.1.0.110 Default value:

Your connection to this site is not secure

User Name : Admin
password : Admin

Username |

Password

8. Enter the Username and password in the login password field.
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3.2 Configuring the Password

1. Open a web browser, such as Google Chrome, Internet Explorer, or Firefox, enter the IP address
of the ECAT-2601 module in the address bar and then click “Enter”, or click the “Web” button in
the eSearch Utility.

2. To enhance the security, you are prompted to change the password when you login to the

module for the first time.

3. Go to the “Password” setting, user can modify the default password: Admin in the Current
password field. Next, input your new password in the Password and Confirm password fields,

then click the “Submit” button.

i (i EtherCAT MainDevice X +

« > C 10.1.0.110 Q

~ EtherCAT MainDevice

I CP Home | EtherCAT | Modbus | OPC UA | Network | Filter | Maintenance |
DAS Netstat | Password | Logout

Vel e ECAT-2601 EthernetlO
1.0.2 (Dec 26 2024) T EE 00-0d-e0-ab-dd-31

TCP Port Timeout
[Feilizez) 10.1.0.110 (Socket Watchdog, Seconds) 18

T System Idle
el enien 0 {Network Watchdog, Seconds) 0

Privilege Management

Account Password Confirm Password Authority  Enabled
Admin [ reer | [ | [Adminv |
1 | J J 0
Account & Password —l | | | O
[ | | l =
| | | | [Admin 0

suBmIT
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3.3 Configuring the EtherCAT

Click the “EtherCAT” tab to display the EtherCAT Settings page. Select the appropriate Cycle Time

from the relevant drop down options, and then click “Update Settings” button.

hd (i EtherCAT MainDevice x  +

« > C 10.1.0.110 Q

~ EtherCAT MainDevice

I CP Home | EtherCAT | Modbus | OPC UA | Network | Filter | Maintenance |
DAS Netstat | Password | Logout

Model Name oY B20)! EthernetlO
1.0.2 (Dec 26 2024) TR 00-0d-e0-ab-dd-31

TCP Port Timeout
[Feilizen) 10.1.0.110 (Socket Watchdog, Seconds) 18

e System Idle
[l ey 0 {Network Watchdog, Seconds) 0

MainDevice Configuration

[ Cydo tmo NI |
" ctua Gycl Time I |
— EvontGowl[g |

|

SDO Statrup Entry

Tag Name Pos. Index Subindex Bitlength Value CA
SDO Write ‘ ‘
NEW
Upload SDO Settings | CHOOSE FILE H UPLOAD
SubDevice Status
Pos. ID(Dec) Name Mode Status )
hDevice 0 11 ECAT-2028 8 Ch. Ana. Free Run OPERATIONAL‘ EDIT |
RECONFIGURE | DEFAULT SETTING | EXPORT L
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Click the “Modbus” tab to display the EtherCAT I/O Settings page.

v (g EtherCAT MainDevice x +

« > C 10.1.0.110 Q W

%Y EtherCAT MainDevice

ICP Home| Ethercatf Modbus)\0Pg UA | Network | Fitter | Maintenance |
DAS  werstar | Password | Logo#r =

Model Name [Eead) Ethernetio
Sn\"EICRTE Tl 1.0.2 (Dec 25 2024) | et [o [y 00-0d-e0-c1-b1-a1

Lty 10.1.0.110 (Socket Watchdog, Seconds)

e System Idle
o= sl el O {Network Watchdog, Seconds) 0

TCP Port Timeout

EtherCAT I/O

cowcirvc [

Connect Status [REEX=shi == @ - ECAT-2600
POS.O POS. 1 POS.2 POS._3 FOS. 4

EC4-EP21
Channel No. Alias Status  Action Modbus Mapping
bitln0 Over power 0 Voltage OFF 11000
bitln1 Under power 0 Voltage OFF 11001

/O Mapping (ST Over power 1 Voltage OFF 11002
bitln3 Under power 1 Voltage ON 11003
bitin4 Ower bus Current OFF 11004
intinQ Value 7677 SCALE 31000
intin1 Value 102 SCALE 31001
intin2 Value 834 SCALE 31002
intin3 Subindex 006 0 SCALE 31003
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3.4 Self-Test

1. Inthe eSearch Utility, select the “Modbus TCP Master” item from the “Tools” menu to open the

Modbus TCP Master Utility.

¢ eSearch Utility [ v1.2.0, Jul.25, 2022 ] — O X
. 4 )

File Servef Tools o
Name Modbus RTU Master | | Sub-net Mask | Gateway MAC Address | ~
DL-313-1P65 255.255.255.0 10.0.8.254 00:0d:e0:92:04:50
tDs-712 255.255.0.0 10.1.0.254 00:0d:e0:8a:07:12
ECAT-2601 System Information 255.255.0.0 10.1.0.254 00:0d:e0:23:24:25
iNS-306 255.255.0.0 192.168.0.1  00:0d:e0:18:30:13

v
< >

2. Inthe Modbus TCP Master Utility, enter the IP address of ECAT-2601 in the “Modbus TCP”
section, and then click the “Connect” button to connect to the ECAT-2601.

3. Refer to “Protocol Description” section and type the Modbus command in the “Command”
field then click the “Send command” button.

4. If the response data is correct, it means the test is success.

Note: The Modbus command settings depends on your Modbus device.

B MBTCP Ver. 1.1.5 X
QodbusTCP ) Protocol Description 9
B I1 010100 FC1 Read multiple coils status (Oxxxx) for DO |
[Prefixed 6 bytes for Modbus/TCP protocol] A
Port I5[]2 Byte 0: Transaction identifier - copied by server - usually 0
Byte 1: Transaction identifier - copied by server - usually 0
o Byte 2: Protocol identifier=0
_ Disconnect Byte 3. Protocol identifier=0
Byte 4: Field Length (upper byte)=0 o

[Byte0] [Bytel] [Byte?] [Byted] [Evted] [Byteh]
120006 1304002

[Byte0] [Bytel] [Byte?] [Byted] [Evted] [Byteh]

[Bytel] [Bytel] [ByteZ] [Byte3] 4
01 02 0000 0007 - 01 03 04 00 00 00 U0

(11 02 0000 0006 --> 01 0300 4000 02

Clear Lists E=IT Program
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4. Getting Started for ECAT-2601 series on
IPv6b

This chapter provides detailed information about the “Self-Test” process, which is used to confirm
that the ECAT-2601 series module is operating correctly. Before beginning the “Self-Test” process,
the wiring test, Ethernet configuration and search/Modbus utility driver installation procedures

must first be fully completed. Follow the procedure described below:

Note: This chapter is based on IPv6 environment.

4.1 Configuring Network Settings

1. Download the eSearch Utility and install it according to the installation o i-l:zFl'
instructions. .

eSearch_v1.2.0_
setup.exe

The eSearch Utility can be obtained from the link below:

a\}https://www.icpdas.com/en/product/guide+Software+UtiIitv Driver+eSearch _ Utility

2. Double click the eSearch Utility shortcut on the desktop.

3. Click the “Search Servers” button to search your ECAT-2601.

¢ eSearch Utility [v1.3.0, Jul.25, 2022 ] O X

File Server Tools

Name | Alias [ IP Address | Sub-net Mask| Gateway | MAC Address | DHCP  Version | User-defined | Link-Local | sLAAC
DL-302-IP65 Etherl0  192.168.255.1 255.255.0.0  192.168.0.1 00:0d:eD:ff:f:H OFF  B4.9 [Aug. 17 2020] NJA NfA NfA
iNS-306 loT Switch 192.168.255.1  2?55.255.0.0  192.168.0.1 00:0d:e0:18:30:13  OFF  +1.0.2 [Jul. 19 20... A

ECAT—ZBIH Ethernetl0  10.1.0.42 255.2556.0.0  10.1.0.254  00:0d:e0:15:16:17  ON 1.0.2 [Aug 15 2024) fc00::1 FEB0::20D:EOFFFE1S... A

9 Search Server \J Configuration [UDP] Web | | Exit I
L W\

N
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4. Every IPv6 device has the Link-Local address. You can view the Link-Local address of the
ECAT-2601 module in the “Link-Local” field without configuring. If your environment supports
Stateless Address Auto-configuration (SLAAC), the SLAAC field will display the SLAAC address
when the SLAAC configuration is completed. You can click the “Search Servers” button again to

update the state.

Factory Default Settings of ECAT-2601 Series Module:

IPv4 settings Writable
IP Address 192.168.255.1 v
Subnet Mask 255.255.0.0 v
Gateway 192.168.0.1 v
IPv6 settings Writable
User-defined fc00::1 v
Link-Local EUI-64 format x
SLAAC Auto-Configure x
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4.2 Configuring the Password

1. Right Click on the Link-Local field and click the “Copy to Clipboard” to copy the “Link-Local
address” of the ECAT-2601 module.

2. Paste the “Link-Local address” of the ECAT-2601 module in the address bar of the browser and
add the brackets, i.e., [Link-Local address].

Note: The Web button use the IPv4 address to access the Web Server, not IPv6 address.

¢ eSearch Utility [ v1.3.0, Jul.25, 2022 ] - O X
File Server Tools
Name | Alias | IPAddress | Sub-net Mask| Gateway | MAC Address | DHCP  Version | User-defined | Link-Local | sLaAC
DL-302-IP65 FEtherl0  192.168.255.1 255.255.0.0  192.168.0.1 00:0d:eD:Atf:H OFF  B4.9 [Aug. 17 2020] NJ/A NyA NfA
iNS-306 loT Switch 192.168.255.1  255.255.0.0  192.168.0.1 00:0d:e0:18:30:13  OFF  +v1.0.2 [Jul. 19 20... N/A N/A

[[ECAT-2601  Ethernetld 10.1.0.42 255.255.0.0 10.1.0.254  00:0d:eD:15:16:17 ON  1.0.2 [Aug 15 2024) fcdD::1 FES020D:E0FF:FE15... NjA

FE&0::20D:E0FF:FE15:1617

<

Status

N\ Ping Server
& Configure Server (UDP)
[¥] Firmware Update

Locate

Search Server

+® @ [fe80:20d:e0ff:fe15:1617] Also, note that an IPv6 address is

always enclosed in square brackets.

€« C | [fe80:20d:e0ff:fe15:161 7L

v @ [fe80:20d:e0ff:fe15:1617] b

< C

[fe80::20d:e0ff:fe15:1617]

Default value:
User Name : Admin
password : Admin

Sign in to access this site
Avuthorization required by
http://[fe80:20d:e0ff:fe15:1617]

Your connection to this site is not secure

Username

Password

Cancel
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3. To enhance the security, you are prompted to change the password when you login to the

module for the first time.

4. Go to the “Password” setting, user can modify the default password: Admin in the Current
password field. Next, input your new password in the Password and Confirm password fields,

then click the “Submit” button.

v (g EtherCAT MainDevice x 4+
« > C [fe80::20d:e0ff:fe15:1617] Q v

~®Y EtherCAT MainDevice
ICP rHome| odbus | OPC UA | Network | Filter | Maintenance |
DAS Netstat] Password | Logout

HGLERVEINGEY ECAT-26 .k PAEERVETNER EthernetlO
1.0.2 (Dec 26 2024) YIS YEE 00-0d-e0-ab-dd-31

TCP Port Timeout
[Fletoizes) 101.0.110 (Socket Watchdog, Seconds) 18

S System Idle
Ll onie 0 (Network Watchdog, Seconds) 0

Privilege Management

Password Confirm Password Authority  Enabled
= - [ [Asmny] I
| l | D
Account & Password | ] | O
| | | D
| | | [Admin~ o

SUBMIT
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4.3 Configuring the EtherCAT

Click the “EtherCAT” tab to display the EtherCAT Settings page. Select the appropriate Cycle Time

from the relevant drop down options, and then click “Update Settings” button

v (g EtherCAT MainDevice X +
<« - C [fe80::20d:e0ff:fe15:1617] Q v

~~*9  EtherCAT MainDevice
ICP Home | EtherCAT | Modbus | OPC UA | Network | Filter | Maintenance |
DAS Netstat | Password | Logout

LS EINVET) Y ECAT-2601 CEENVENEY EthernetlO
Sn\"EICRTE Tl 1.0.2 (Dec 25 2024) | et [o [y 00-0d-e0-c1-b1-a1

TCP Port Timeout

[=FN0IEEE 10.1.0.110 18

(Socket Watchdog, Seconds)

System Idle

o= sl el O {Network Watchdog, Seconds)

MainDevice Configuration

Oyl e [N
Actual Cycle Time |D.258 (ms)
Event Counl B

Update Settings

SDO Statrup Entry

Tag Name Pos. Index Subindex Bitlength Value CA
SDO Write ‘ NEW |

Upload SDO Setiings ‘ | cuooseFie || upLoAD

SubDevice Status
Pos. ID(Dec) Mame Mode Status
SubDevice Status 0 0 EC4-EP21 DC-Sync  OPERATIONAL ‘ EDIT ‘
|. RECONFIGURE [ DEFAULT SETTING | EXPORT |
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Click the “Modbus” tab to display the EtherCAT I/O Settings page.

v (g EtherCAT MainDevice X +
<« - C [fe80:20d:e0ff:fe15:1617] Q

~~*Y  EtherCAT MainDevice
I CP Home | EtherCAT] Modbus JOPC UA | Network | Filter | Maintenance | Netstat |

DAS Password | Logout
(LG EINNET Y ECAT-2601 AESETNE EthernetlO
S EICREETOE 1.0.0 (Mar 5 2025) AL EES 00-0d-e0-c1-b1-at

TGP Port Timeout
[tz 10.1.0.110 (Socket Watchdog, Seconds) 18

System Idle
(Network Watchdog, Seconds)

Initial Switch U]

EtherCAT I/O

cowcsrvo [

Connect Status [REEXLTEy=-8 @ - ECAT-2600
POS._ O POS.1 FPOS.2 POS._3 FOS5S. 4

EC4-EP21
Channel No. Alias Status  Action Modbus Mapping
bitln0 Over power 0 Voltage OFF 11000
bitln1 Under power 0 Voltage OFF 11001

/O Mapping (ST Over power 1 Voltage OFF 11002
bitln3 Under power 1 Voltage ON 11003
bitin4 Over bus Current OFF 11004
intinQ Value 7677 SCALE 31000
intin1 Value 102 SCALE 31001
intin2 Value 834 SCALE 31002
intin3 Sublndex 006 ] SCALE 31003
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4.4 Self-Test

1. Download and install the “Modbus Poll” test program at below link.

https://www.modbustools.com/download.html

2. Double-click the Modbus Poll shortcut to open.

Z

Modbus R
Pall

3. Select the “Read/Write Definition...” item from the “Setup” menu to open the “Read/Write

Definition” dialog box.

4. Configure the settings for the Slave.

Note: The Modbus Slave settings depends on your Modbus device.

Y Moadbus Pall - Mbpoll1 - ] x - —
9 Read,/Write Definition b4
File Edit Connection
Window _Help Slave D: (4]
DESEE|X|T - :
- Function: | 03 Read Holding R eaqisters [4x] Vl | Cancel |
Read/Write Disabled Shift+F&
— Address |40 Protocol address. E.g. 40011 > 10
No connection Excel Logging Off Alt+Q Quantity:
Alias Log... Alt+L Scan Rate: 1000 [rns]
0 || Logging OFff Alt+0 Digable
1 [] ReadMwfite Disabled
Reset Counters F12 . .
2 [ Disable on ermror Readwiite Once
Reset All Counters Shift+F12
3 Wiew
4 Use as Default Fows
. @10 O20 (50 (100 O Fitto Quantity
[ Hide &liag Calurng [ PLC Addresses (Base 1]
[ Address in Cel ] ErrandDariel Made
Read/write definition
- T —
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5. Select the “Connect...” item from the “Connection” menu to open the “Connection Setup”

dialog box.

6. Configure the IPv6 address and TCP port (default: 502) of ECAT-2601 and click “OK” to connect
the ECAT-2601 for testing.

%Y Madbus Pall - Mbpall1 - O * lConnection Setup ®
File Edit Setup Functions Display View Connection
Wind
o —~— | Modbus TCP/AP |
Disconnect Cancel
Auto Connect =
B i = en = [EaEEE (COM1) © Mok
T<=0:E Quick Connect (SIRTU () AsCH
Mo connection 115200 Baud
. Fesponsze Timeout
o000
Mone Parity
1 @ Delay Between Polls
1GtonBit - Lidvarnced | 1000 | [ms]

Remate Modbus Server

IP Address or Node Mame
|feB0:20d e0iffed0: 13 |
Server Port Connect Timeout O IPvd

[ms] CI

[fe80::20d:e0ff-fe80:13]: 502

7. If the response data is correct, it means the test is success.

WY Madbus Poll - Mbpollt - O ¥

File Edit Connection Setup Functions Display View
Window Help

T EEIEE
& ==

Tx=100: Err=0:1D =1:F = 03: SR = 1000ms

= | .| 05 06 15 16 17 22
]

| Aliasl ~
0
1 10229 Y]
For Help, press F1. [fe80:20d:e0fffeB0:13]: 202 .:
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5. Web Configuration

Once the ECAT-2601 series module has been correctly configured and is functioning normally on the
network, the configuration details can be retrieved or modified using either the eSearch Utility

described above, or via a standard web browser.

5.1 Logging in to the ECAT-2601 Web Server

The embedded ECAT-2601 series web server can be accessed from any computer that has an

Internet connection.

STEP 1: OPEN A NEW BROWSER WINDOW

Open a web browser, for example, Google Chrome or Firefox, which are reliable and popular

Internet browsers that can be used to configure ECAT-2601 series module.

STEP 2: ENTER THE URL FOR THE ECAT-2601 WEB SERVER

Ensure that you have correctly configured the network settings for the ECAT-2601 series module,

and then enter the URL for the ECAT-2601 web server in the address bar of the browser.

v (i Modbus Gateway x

IPv4

€ > C | 101030

_ ) EtherCAT MainDe

ICP Home | EtherCAT | Modbus || ~ @& Modbus Gateway * % pve
DAS Logger | Network | Filter |

« =  C | [fe80:20d:e0ff:fe15:1617]

([ S RVE ) ECAT-2601

TR 100 (Dec 25 2024 é" ' EtherCAT MainDevice

CP e | EtherCAT | Modbus | OPC
DAS Logger| Network | Filter |Netstat |

" S TN ECAT-2601
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STEP 3: ENTER THE PASSWORD

After connecting to the IP address, the login page is displayed. Enter your password in the Login
password field, and then click the “Submit” button to continue. (If this is the first time you login,

refer to Section 3.4 to change the factory default password.)

2 & 110110 x  + - e
® 10.1.0.110 A v m O

Sign in to access this site

Avuthorization required by http://10.1.0.110

Your connection to this site is not secure

Username |

Password

STEP 4: LOG IN TO THE ECAT-2601 WEB SERVER

After logging into the ECAT-2601 web server, the main page will be displayed.

+

N (% EtherCAT MainDevice x
« > C 10.1.0.110 aQ

~*9  EtherCAT MainDevice

Home | EtherCAT | Modbus | OPC UA | Network | Filter | Maintenance |
D S Netstat | Password | Logout

>0
o

W ELITRETG S ECAT-2601 CUESIE S EthernetlO
ENEIERYE SR 1.0.0 (Mar 5 2025) |G 00-0d-e0-ab-dd-31

TCP Port Timeout
(Socket Watchdog, Seconds)

| FLGEIEEE 10.1.0.110 18

System Idle
(Network Watchdog, Seconds)

Initial Switch 4] 0

Information:
Modute ntormation [N
April 21, 2025 at 18:26:10
Nov 28 2024, 200Mhz
47 min, 185
Connections
Link Up (100Mbps, Full Duplex)
Link Down
Xmit Packets 480
system intormaton I
144880 KB Free

Copyright © 2024 ICP DAS Co., Ltd. All rights reserved.
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5.2 Home Page

The Home link connects to the main page, which contains two parts.

v g EtherCAT MainDevice x 4+
<« - C 10.1.0.110 Q
EtherCAT MainDevice

|Home| EtherCAT | Modbus | OPC UA | Network | Filter | Maintenance |
Netstat | Password | Logout

.
(158

The first part of this page provides basic information about the ECAT-2601 hardware and software.
The software and hardware information section includes information related to the Model Name,
the current Firmware version, the IP Address, the current position of the Initial Switch, the Alias, the
MAC Address, and the TCP Port, and the System Timeout values. If the firmware for the ECAT-2601

modaule is updated, you can check the version information here.

P EENEIG S EthernetlO
| PO [ (2 00-0d-e0-ab-dd-31

TCP Port Timeout
(Socket Watchdog, Seconds)

L [SRVET SN ECAT-2601
S\ EEAYE SRS 1.0.0 (Mar 5 2025)

=Wl 10.1.0.110

System Idle
(Network Watchdog, Seconds)

Initial Switch g

The lower section provides information related to the module settings and system settings.

Information:
Module Information

System Information
Memory Usage
Scan

Time

Module Time April 21, 2025 at 18:26:10
BIOS Version Nov 28 2024, 200Mhz
Up Time 47 min, 18 s
Modbus (TCP, Security)
. 0,0
Connections
Ethernet(E1) Status Link Up (100Mbps, Full Duplex)
Ethernet(E2) Status Link Down
Recv Packets 36612
Xmit Packets 480

144880 KB Free
1.1 ms
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5.3 EtherCAT Page

After clicking the EtherCAT tab, the EtherCAT Settings page will be displayed. User can configure the

Main Device, setup the startup entry and Sub Device status.

v (5t EtherCAT MainDevice x  +

« -5 C 10.1.0.110 Q W

) EtherCAT MainDevice

I CP Home | EtherCAT) Modbus | OPC UA | Network | Filter | Maintenance |
DAS Netstat | Password | Logout

L ERVENEY ECAT-2601 PAEEN ET Y EthernetlO
1.0.2 (Dec 26 2024) YIRS 00-0d-e0-ab-dd-31

TCP Port Timeout
Stz 101.0.010 (Socket Watchdog, Seconds) 18
o System Idle
Mg we 0 (Network Watchdog, Seconds) 0

MainDevice Configuration
Cycle Time RG]

|
ol Gyl o (I |
— FvontGoun[g |

|
SDO Statrup Entry
Tag Name Pos. Index Subindex Bitlength Value CA
SDO Write | ‘
NEW
Upload SDO Settings ‘ CHOOSE FILE H UPLOAD
SubDevice Status
Pos. ID(Dec) Name Mode Status
. 0 1" ECAT-2028 8 Ch. Ana. Free Run OPERATIONAL | EDIT |
SubDevice Status , |
RECONFIGURE | DEFAULT SETTING | EXPORT ‘
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5.4 Modbus Page

After clicking the Network Page tab, the EtherCAT 1/0 Settings page will be displayed.

v (g EtherCAT MainDevice x 4+

<« - C 1010110 Q v

~*Y EtherCAT MainDevice

Home | EtherCAT OPC UA | Network | Filter | Maintenance |
DAS Netstat | Password | Logout

ECAT-2601 P Ethernetio
1.0.0 (Mar 5 2025) TR 00-0d-0-c1-b1-a

TCP Port Timeout
25602 10.1.0.110 {Socket Watchdog, Seconde) 18
o System Idle
Lm0 1) O (Network Watchdog, Seconds) 0

EtherCAT /O

<o

000112 e d= 11| THIS COMPUTER - @ - ECAT-2600

POS.0

ECAT-2028 8 Ch. Ana.
Channel No. Alias Status Action Modbus Mapping
intOut0 Output 0 [ ] appLr 41000
intOut1 Sublndex 002 © [ ] apey 41001
intOut2 Output 0 [ ] appLy 41002
intOut3 Sublndex 002 © [ ] | aePv 41003
intOut4 OQutput ] [ ] apPLy 41004
intOut5 Sublndex 002 © [ ] aepy 41005
intOut6 Output 0 [ ] appLy 41006
intOut7 Sublndex 002 © [ | | aeey 41007

11O Mapping |l Output ] [ ] aeey 41008

intOut9 Sublndex 002 © [ ] aePy 41009

intOut10 Output 0 [ ] apPy 41010

intOut11  Sublndex 002 0 [ ] aeey 41011

intOut12 Output 0 [ ] apey 41012

intOut13  Sublndex 002 © [ ]  aeey 41013

intOut14 OQutput ] [ ] apry 41014

intOut15 ~ Sublndex 002 © [ ] aeey 41015
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5.5 OPC UA Page

After clicking the OPC UA tab, and the OPC UA Server Settings page will be displayed.

g ) . .
6cp EtherCAT MainDev .
DAS Home| EtherCAT | Modbus l OPC UA
GAERELE ECAT-2601
S S 1.0.0 (Mar 5 2025)

Network | Filter | Maintenance |Netstat | Password | Logout

A ERVENE EthernetlO
(N Fateat fs (21 00-0d-e0-c1-b1-al

TCP Port Timeout

e 10.1.0.75 (Socket Watchdog, Seconds)

System Idle
{Network Watchdog, Seconds)

Initial Switch K4

OPC UA Server Settings

o
R E—
= L F L5 EthemetiO_37DFFDO7__|

" Foormous LognB

—

MNone
Basic128Rsa15

Enter the port number

r B
¢ | Enable the login method.
For better security, please
enable Username Password

Basic256
Basic2565ha256

Security Policy

[sign; Sign| Login or Certificate Login y
[Sign; Sign ane =
[Sign; Sign and Encrypt ~ |

Aes1285ha2b6Rsa0aep [Sign; Sign and Encrypt » |

€—{Click Update Settings after

OPC UA Authentication Certificate the above settings.

L e PR R
‘| CHOOSE FILE || UPLOAD || GENERATION || REMOVE |
‘| CHOOSE FILE || UPLOAD || SELF-SIGNED || REMOVE |

Nodes List
T [ope.top://10.1.0.75:4840 |
W= 51| /O Nodeld BrowseName DisplayName

OPC UA connection includes the following settings that will be introduced in 2 sub-sections.
1. OPC UA Server Connection Settings (UA 1/0)
2. How to enable secure encrypted function, and download/upload the encrypted certificates
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OPC UA Server Connection Settings (UA I/0)

ECAT-2601 built-in OPC UA Server function and itself is the Server side of the connection. So, when
setting up the Server, you only need to set the connection port number and choose the login
method (via anonymous, username, or certificate). Usually, the user will enable the username login

method, so the user can set the username/password of the account besides.

The following is an overview of the parameters contained in the OPC UA Server Settings section:

Item Description Default

Port The communication port number of the OPC UA Server. 4840

Check to enable the user password login from OPC UA clients.
The following are the defaults for username and password:
Username: Admin

Sl Password: Admin Disable

Login

It is necessary that user use the latest ones, if you change your
username and password.

Check to enable the certificate login from OPC UA clients.

Certificate Login i
e (refer to next section, Server Certificate) Disable
None Enable
Basic128Rsal5
Enable
Security Mode: Sign, Sign and Encrypt
i . Basic256
Security Policy ] ) ) Enable
Security Mode: Sign, Sign and Encrypt
Basic256Sha256
Enable
Security Mode: Sign, Sign and Encrypt
Aes128Sha256RsaOaep
Enable

Security Mode: Sign, Sign and Encrypt

Update Settings Click this button to save the revised settings to the ECAT-2601.
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To connect the ECAT module (ECAT-2028) with ECAT port, after clicking the OPC UA tab, and the
OPC UA Server Settings page will be displayed.

~~*9  EtherCAT MainDevice
I CP Home | EtherCAT | Modbus‘ OFPC UAl Network | Filter | Maintenance |

DAS - Netstat | Password | Logout

LS ENENE ECAT-2601
1.0.0 (Mar 5 2025) VIV 00-0d-e0-c1-b1-a1
TGP Port Timeout 18

Gl 10.1.0.110 (Socket Watchdog, Seconds)
Initial Switch Y]

OPC UA Server Settings

—
 wEx |
== L T Ethemetio_37DFFDO7__|
" romon ool
e Loonll

None
Basic128Rsa15
Basic256
Basic2565ha256 [Sign; Sign and Encrypt + |
Aes1285ha256Rsa0aep [Sign; Sign and Encrypt v |

System Idle
(Network Watchdog, Seconds)

[Sign; Sign and Encrypt + |

Security Policy [Sign; Sign and Encrypt + |

p—

OPC UA Authentication Certificate

(Default) |

CHOOSE FILE || UPLOAD || REMOVE |

CHOOSE FILE || UPLOAD || GENERATION || REMOVE |

(Default) ‘l

(Default) |

Nodes List

T opc tep://10.1.0.110:4840

CHOOSE FILE || UPLOAD || SELF-S5IGNED || REMOVE |

1o
Pos0.intOut 0
Pos0.intOut 1
Pos0.intOut 2
Pos0.intOut 3
Pos0.intOut 4
Pos0.intOut 5
Pos0.intOut 6
Pos0.intOut 7
Pos0.intOut 8
Pos0.intOut 9

MNodes List

Nodeld
Slave1.intOut.ch0
Slave1.intOut.ch1
Slave1.intOut.ch2
Slave1.intOut.ch3
Slave1.intOut.ch4
Slave1.intOut.chb
Slave1.intOut.chB
Slave1.intOut.ch7?
Slave1.intOut.ch8
Slave1.intOut.ch9

BrowseName
Slave1.intOut.ch0
Slave1.intOut.ch1
Slave1.intOut.ch2
Slave1.intOut.ch3
Slave1.intOut.ch4
Slave1.intOut.chb
Slave1.intOut.ch6
Slave1.intOut.ch?
Slave1.intOut.ch8
Slave1.intOut.ch9

DisplayName
chO
ch1
ch2
ch3
ch4
chb
chB
ch7
ché
ch9

Pos0.intOut 10 Slave1.intOut.ch10 Slave1.intOut.ch10 ch10
Pos0.intCut 11 Slave1.intOut.ch11 Slave1.intOut.ch11 ch11
Pos0.intOut 12 Slave1.intOut.ch12 Slave1.intOut.ch12 ch12
Pos0.intOut 13 Slave1.intOut.ch13 Slave1.intOut.ch13 ch13
Pos0.intOut 14 Slave1.intOut.ch14 Slave1.intOut.ch14 ch14
Pos0.intOut 15 Slave1.intOut.ch15 Slave1.intOut.ch15 ch15
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Secure Encrypted Connection: OPC UA Certificate

When using the OPC UA connection, in addition to the account login for security, users can also
enable the certificate login to double the protection by the secure encryption.

When enabling the OPC UA certificate login, the Server/Client both sides of the connection need to
add certificates to each other's trust zones.

User can also create a Self-Signed OPC UA Compliant Certificate by clicking the “SELF-SIGNED”

button.
A4 (55 EtherCAT MainDevice x +
€ > C 101075 %
OPC UA Authentication Certificate ~~%7 EtherCAT MainDevice

Icp Home | EtherCAT | Modbus | OPC UA | MQTT | Network

(o) CHOOSE FILE || UFLOAD || REMOVE DAS | Filter | Maintenance | Netstat | Password | Logout

CHOOSE FILE | UFLOAD GENERATION
(Default) [[NEFPRws

CHOOSE FILE | UFLOADJ SELF-SIGNED

OPC UA Server Certificate - Self-Signed

(PEETN] remove Common Name ServerName
Organization Organization
Organization Unit Unit
Locality LocationName
State
Country
e
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5.6 Network Page

After clicking the Network tab, the Network page will be displayed, allowing you to verify the
current settings, configure the IP Address, and the general parameters, and restore the default

settings for the ECAT-2601 module, each of which will be described in more detail below.

v g EtherCAT MainDevice x +

<« - C 101.0.110 Q W

~*9 EtherCAT MainDevice

I CP Home | EtherCAT | Modbus | OPC UA] Network
DAS Netstat | Password | Logout .-' %_

ECAT-2601 NP Ethernetio

Filter | Maintenance |

5.6.1 IP Address Selection

The Address Type, Static IPv4 Address, Subnet Mask and Default Gateway values are the most
important network settings and should always correspond to the LAN configuration. If they do not

match, the ECAT-2601 module will not operate correctly in IPv4,

The IPv6 Link Local Address always effective in the same link layer. The IPv6 SLAAC Address will be
configured by the Router automatically, and the default router is the link-local address of the router.

The IPv6 User-defined Address can be defined by the User. It’s more convenient for using in the
simple application. The IPv6 User-defined Address can be routed if its prefix as same as IPv6 SLAAC
Address.

If the settings are changed while the module is operating, any connection currently in use will be

lost and an error will occur. If your environment doesn’t support the IPv6, please ignore the IPv6

Address fields.
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The following is an overview of the parameters contained in the IP Address Selection section:

Item Description

Static IP: If no DHCP server is installed on the network, the network settings
can be configured manually. Refer to Section “Manual Configuration” for more
details.

Address Type DHCP: The Dynamic Host Configuration Protocol (DHCP) is a network
application protocol that automatically assigns an IPv4 address to each device.
Refer to Section “Dynamic Configuration” for more details.

Note: The DHCP function doesn’t effective on IPv6.

Each ECAT-2601 connected to the network must have its own unique IP
address. This parameter is used to assign a specific IPv4 address.

Static IPv4 Address

This parameter is used to assign the subnet mask for the ECAT-2601. The
Subnet Mask subnet mask indicates which portion of the IPv4 address is used to identify the
local network or subnet.

This parameter is used to assign the IPv4 Address of the Gateway to be used by
Default Gateway the ECAT-2601. A Gateway (or router) is a device that is used to connect an
individual network to one or more additional networks.

This parameter is used to set a user-defined MAC address, which must be in
the format FF-FF-FF-FF-FF-FF.

MAC Address

Each IPv6 device connected to the network must have a link-local address. It
IPv6 Link Local Address always effective in the same link layer. It is auto-configured by EUI-64. If your
environment doesn’t support the IPv6, please ignore this field.

The ECAT-2601 supports stateless address auto configuration (SLAAC). It will be
configured by the Router automatically, and the default router is the link-local
IPv6 SLAAC Address address of the router. The router should provide the prefix and the tGW-700
will calculate the Host ID by EUI-64. If your environment doesn’t support the
SLAAC, please ignore this field.

This parameter is used to configure the SLAAC timeout value. If the SLAAC
SLAAC Timeout address doesn’t be configured in the specified time, the system will be
(SLAAC Watchdog) rebooted to configure the SLAAC address again.

Timeout value range: 30 to 65535 (seconds); Disable = 0;

It can be defined by the User. It’'s more convenient than using the link-local
IPv6 User-defined address in the simple application. This address can be routed if the prefix as
Address same as IPv6 SLAAC Address. If your environment doesn’t support the IPv6,
please ignore this field.

Update Settings Click this button to save the revised settings to the ECAT-2601.
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Manual Configuration

When using manual configuration, the network settings should be assigned in the following
manner:

Step 1: Select the “Static IP” option from the “Address Type” drop-down menu.

Step 2: Enter the relevant details in the respective network settings fields. If your environment

doesn’t support the IPv6, please ignore the “IPv6 User-defined Address” fields.

Step 3: Click the “Update Settings” button to complete the configuration.

IP Address
IPv4 Address

Address Type [E2IER2

Static IPv4 Address (AL
Subnet Mask [EEIEERE -[o X2

Default Gateway |0 L
(000400151617 | (Format FF-FF-FF-FF-FF-FF)

BT B le= | Wila o[- =15} | FEBO::20D:EOFF:-FE15:1617
SLAAC Address [[[1XeXeXeXKIKIX0]

| SLAAC Timeout[[E | (30 ~ 65000 seconds, 0 = Default Disabled)
Usorotnod Aaros| G |

(8888  IPv4 example: 208.67.222.222 , IPv6 example: 2620:119:35::35
@ample: 208.67.220.220 , IPv6 example: 2620:119:53::53
e ————

Update Settings || €)

Note: The IPv6 Link Local Address is auto-configured by EUI-64.
Note: The IPv6 SLAAC Address is auto-configured by Router. The router should provide the prefix
and the ECAT-2601 will calculate the Host ID by EUI-64.
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Dynamic Configuration

Dynamic configuration is very easy to perform. If a DHCP server is connected to you network, an

IPv4 network address can be dynamically configured by using the following procedure:

Step 1: Select the “DHCP” option from the “Address Type” drop-down menu.

Step 2: Click the “Update Settings” button to complete the configuration.

IP Address

IPv4 Address
192 . 168 . 255 .1

Default Gateway [ 168

_
m

“0;0;0:0:0:0:0:0

| sLAAC Timeout | | (30 ~ 65000 seoonds 0 = Default Disabled)
%

DNS Settings SO

ARl R e s =TTl | Enable v | (Auto DNS Server Configuration by IPv4 DHCP, default enabled.)
Preferred DNS Server P [[EXEE: IPv4 example: 208.67.222.222 , IPv6 example: 2620:119:35::35
Alternate DNS Server IP 8.84.4 IPv4 example: 208.67.220.220 , IPv6 example: 2620:119:53::53

‘ Update Settings | @

Note: The DHCP is ineffective on IPv6.

Note: The IPv6 Link Local Address is auto-configured by EUI-64.
Note: The IPv6 SLAAC Address is auto-configured by Router. The router should provide the prefix

and the ECAT-2601 will calculate the Host ID by EUI-64.
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5.6.2 General Settings

The General Settings section is used to configure the setting as below:

General Settings

Ethemet Speed (Auto=10/100 Mbps Auto-negotiation)
HTTP port (Default= 80)

Alias Name [EERY | (Max. 18 chars)

UDP Heartbeat ||[ (20 ~ 300 seconds, 0 = Default Disabled)
UDP Configuration (Enable/Disable the UDP Configuration, Enable=default.)
| Update Settings |

The following is an overview of the parameters contained in the General Settings section:

Item Description Default

Ethernet Speed This parameter is used to set the Ethernet speed. The default value is Auto

Auto (Auto = 10/100 Mbps Auto-negotiation).

This parameter is used to assign specific a HTTP port of ECAT-2601. The
ECAT-2601 needs to be restarted when the HTTP port is changed. You
need manually type the new HTTP port in the address bar of the

HTTP Port browser. The default is 80. 80
For example: if the HTTP port is set to 81, then enter the “IP address:
HTTP port” (10.0.8.123:81).
. This parameter is used to assign an alias for each ECAT-2601 to assist
Alias Name EthernetlO

with easy identification.

This parameter is used to configure the interval of the UDP heartbeat
UDP Heartbeat packet. 20

Interval value range: 20 to 300 (seconds); Disable = 0;

UDP Configuration | This parameter is used to enable or disable UDP configuration function. Enable

Update Settings Click this button to save the revised settings to the ECAT-2601.
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5.6.3 Modbus Server Settings

The Modbus Server Settings section is used to configure the Modbus setting.

Modbus Server Settings

[ | (Default: 1)

" Modbus TcpuoP
e
502 | (Default: 502)

| MODBUSITCP Secury [
e
[ Pot[E® | (Default: 802)

T woanus kv I
ewkee
 DansecEm
I 2 o

— swpes(
—Fiow Convol I8 s
| [Update Settings |

The following is an overview of the parameters contained in the Modbus Server Settings section:

Item ‘ Description Default
Modbus Net ID This is reserved for gateway. (Not used to set the slave device) 1
This parameter is used to enable or disable Modbus TCP/UDP Enable
Modbus TCP/UDP | function.
. Port: 502
Enable =1; Disable = 0.
Modbus/TCP This parameter is used to enable or disable Modbus/TCP Enable
Security Security function. Port: 502

Baud Rate=115200

This parameter is used to configure the Modbus RTU Port, Data Size=8
Modbus RTU fa\llowmg you to configure the settings for the ECAT-2601, Parlty=.None
including the Baud Rate, Data Format, etc. Stop Bits=1

Flow

Control=None

Update Settings Click this button to save the revised settings to the ECAT-2601.
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5.6.4 Restore to factory default states

Use the following procedure to reset all parameters to their original factory default settings:

Step 1: Click the “Restore Defaults” button to reset the configuration.

v (g EtherCAT MainDevice x +

« - C 10.1.0.110

(/"’ EtherCAT MainDevice a
I

Cp Home | EtherCAT | Modbus | OPC UA | Network | Filter | Maintenance |
DAS Netstat | Password | Logout

Other Operations

Restore all options to their factory default states . —
7/

Reboot the module

10.1.0.110

This will erase all existing configuration changes and restore
factory default settings. Click OK if you, ure you want to do
this or Cancel to retain existing settin

Cancle

Step 2: Click the “OK” button in the message dialog box.

The following is an overview of the factory default settings:

IPv4 Network Settings IPv6 Network Settings

IPv4 Address 192.168.255.1 User-defined fc00::1
Gateway Address | 192.168.0.1 Link-Local Auto-configure
Subnet Mask 255.255.0.0 SLAAC Auto-configure
DHCP Disabled
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Step 3: Check whether the module has been reset to the original factory default settings for use

with the eSearch Utility.

& eSearch Utility [ v1.5.0, Jul.25, 2022 ] — O =
File Server Tools
Name | Alias | IP Address Sub-net Mask | Gateway | MAC Addres
tD5-718[i)_RevB2  Tiny 10.1.0.115 25h5.255.0.0 10.1.0.254 00:0d:e0:77:
ECAT-2601 EthernetlO 192.168.255.1 205.205.0.0 192.168.0.1 00:0d:e0:1 5:|
uPAC-7586E TimTsai-7586 10.1.0.107 2b5.205.0.0 10.1.0.254 00:0d:e0:75:
H Search Server Configuration [UDP) Web Exit |
Status A
Configure Server (UDP) s
Server Name : ECAT-2601 IPvE Address If’[:m]__1
DHCP: [0: OFF v|  SubmetMask: [255.255.0.0 Alias: |Ethemetl0
IP Address : |1 0.1.0.32 Gateway : |1 92.168.0.1 MAC: Il]l]:l]d:t:l]:1 5:16:17
YWarning!!
. . . q 0K | Cancel
Contact your Network Administrator to get correct configuration before any changing!

The Reboot function: can be used to force the ECAT-2601 to reboot or to remotely reboot the
module. After the ECAT-2601 module has rebooted, the original login screen will be displayed

requesting that you enter your Login Password before continuing.
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5.7 Filter Page

The Filter page is used to query or edit the IP Filter List. The IP Filter List restricts the access of
packets based on the IP header. If the filter function is enabled, only clients whose IP is specified in

the IP Filter List can access the ECAT-2601.

v (g EtherCAT MainDevice X +
¢« > ¢ 1010110 a

~*9 EtherCAT MainDevice

ICP Home | EtherCAT | Modbus | OPC UA | Network
DAS Netstat | Password | Logout

Maintenance |

(LS IS NVET ) FCAT-2601 GIEVETNE EthernetlO

E\VEICRYE Tl 1.0.2 (Dec 25 2024) | Pt s 5] 00-0d-e0-c1-b1-a1

TCP Port Timeout
|GG 10.1.0.110. (Socket Walchdog, Seconds) 18

System |dle

L=z 0 {Network Watchdog, Seconds)

Filter Setting
Accessible IP|IPvd/vG Address (examnle: 10 0 8 123 fe80:0:0:0:a8ee:dc07:1cda: 5678)

[ Check to enable. (Default disabled)

© [Upate seting 0 X\

MNote: Remember to include the IP address of your configuration computer.

Enable the IP Filter:

Step 1: Enter the IP address that is allowed to access the module in the IPO ~ IP4 fields.
Step 2: Tick the Check to enable checkbox in the Enable IP Filter field.

Step 3: Click the “Update Setting” button to update the settings.

Disable the IP Filter:
Step 1: Uncheck the Check to enable checkbox in the Enable IP Filter field.

Step 2: Click the “Update Setting” button to update the settings.
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5.8 Maintenance Page

The Maintenance Page allows you to quickly setup Time server setting, Firmware update,
Time-Sensitive, networking and IEEE 802.1X Authentication.

5.8.1 Time Server Settings

Time Server Settings

SNTP Server ([T | (Max. 64 chars)

Interval (Seconds (Default= 86400)

L P [ (GMT -8:00) Pacific Time (US & Canada) v |

ECES R 2024/12/24 182830 |
SN [Enable v | (Enable/Disable the SNTP Configuration, Enable=default.) |
l Update Settings ] |

Realtime Clock

Module Date&Time B ey E N L AT =

’ Update Settings ]

5.8.2 Advanced Setting

Advanced Setting

N R [nto + ttps v | (Enable/Disable the Web Server, http+https=default.)

 vreseon |

Enable v |(Enable/Disable mDNS, Enable=default.)

\[SE1[e)5] Enable v (Enable/Disable NetBios, Enable=default.)

BEsI 2| Enable v [(Enable/Disable the LLDP Service, Enable=default.)

WIS\ Enable v [(Enable/Disable the UPNP Service, Enable=default.)

=106l Rl Disable v |(Enable/Disable the Bluetooth module, Disable=default.)

1= S 8sEhE | Disable v |(Enable/Disable the Telnet Server, Disable=default.)

SRR E1e 60| Disable v (Enable/Disable Reboot, if resource low, Disable=default.)

SlEnE8lEIE GG Disable v (Enable/Disable Reboot, if Ethernet error, Disable=default.)

= EE R GGE Disable v (Enable/Disable Engineering Mode, Disable=default.)

EleEble= @S Gl E eI Ewbhl | Enable v (Enable/Disable Reboot Broadcast Storm Protection, Enable=default.)

CPU Idle Mode “ Disable v |(Enable/Disable CPU Idle Mode, Disable for maximum performance, Disable=default.)

Update Settings
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5.8.3 Firmware Update

Firmware update requires initialization and local network operations. Traditional firmware update
requires adjusting the Reset button and reboots the module manually for the initialization of
firmware update, while new way allows user to initialize the module via web interface without
adjusting the hardware switch. Initialization via web is useful when module is installed in remote

site and can be accessed by a remote PC.

v (g EtherCAT MainDevice x 4+
« - C 101.0110 aQ W

%9 EtherCAT MainDevice
ICP  Home| EthercAT | Modbus | OPC UA | Network | Fitter | Maintenance |
DAS Netstat | Password | Logout “

Firmware update

{5

Firmware uph]ad CHOOSE FILE || UPLOAD |

Firmware online update | CHECK |

a GOF;en :\

- ~ 1 « ECAT-2601 * firmware » ~ 0
Name : Date
2024/11/22 T 05:33
2024/11/22 T 0533

web
3]
U ecat-260xfw.hex 2024/11/22 T 05:24
File name (N): |ecat-260xfw.hex | |HEX {*# n v

&h ~ Cancle j

Note:
If the remote firmware update is failed, then the traditional firmware update (Local) is required
to make the module working again.
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10.1.0.110

It may take a few minutes to update firmware, please patiently wait

during the process

v (g EtherCAT MainDevice x +

€« - C 101.010 Q v

~~®9  EtherCAT MainDevice
Icp Home | EtherCAT | Modbus | OPC UA | Network | Filter | Maintenance |
DAS Netstat | Password | Logout

Firmware upgrading ...

It may take a few minutes to update firmware, 'DO NOT' power down during the firmware update process

~¥ (g EtherCAT MainDevice x 4+

<« - C 10.1.0.110 a
~*9 Ether  10.1.0.110
ICP Home | £ The latest version of firmware is already installed A2M | Rules
DAS Logger |

isword | Logout

Model Name CAT2600

U2 (EL £ 2us) s J-0debot-blal

[0 = 10.1.0.110. TCP Port Timeout 18

(Socket Watchdog, Seconds)

For detailed information regarding how to use this function to update the Firmware for ECAT-2601

series module, refer to the “ECAT-2601 Firmware Update Manual (EN)”. The download address is
shown below:

ECAT-2601 :
https://www.icpdas.com/en/download/show.php?num=2750
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5.8.4 Time-Sensitive Networking

Time-Sensitive Networking (TSN)

[ Precision Time Protocol [
| Prooco R \
‘ Uncalibrated
80210 Tag-based VLAN _
—— .
0] o o)
Poil e
I - | |
| |

5.8.5 IEEE 802.1X Authentication

IEEE 802.1X Authentication

ool EET— |
— Gserane| | |

Password | s | ‘

 sewT

Update Settings
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5.8.6 Backup and Authentication certificate

Settings Backup/Restore

Download Settings (Backup) (ICEITTEY LI
VLRECEEIRIGERWD)|  cHoosE FILE || UPLOAD&REBOOT

Rules Backup/Restore

Download Rules (Backup) DOWNLOAD |

Upload Rules (Restore) CHOOSE FILE H UPLOAD ‘

HTTPS Authentication Certificate

| CHOOSE FILE H UPLOAD H GENERATION H REMOVE |
(Default)

| CHOOSE FILE H UPLOAD H SELF-SIGNED H REMOVE ‘
(Default)

MODBUS/TCP Security Authentication Certificate

| CHOOSE FILE H UPLOAD H REMOVE |
(Default)

| CHOOSE FILE H UPLOAD H GENERATION H REMOVE |
(Default)

| CHOOSE FILE H UPLOAD H SELF-SIGNED H REMOVE ‘
(Default)
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5.9 Netstat Page

Netstat is a handy tool that can help you understand and troubleshoot your network, as well as

detect and resolve network security issues.

hd (i EtherCAT MainDevice X +

« > C 10.1.0.110 aQ

Y EtherCAT MainDevice
I CP Home | EtherCAT | Modbus | OPC UA | Network | Filter | Maintenance

DAS Password | Logout

T TRV EN:8 ECAT-2601

1.0.0 (Mar 5 2025) VTN 00-0d-e0-ab-dd-31

- TCP Port Timeout
[2niizz] 10.1.0.110 (Socket Watchdog, Seconds) 18
s System Idle

izlen 200 (Network Watchdog, Seconds) 0

Security event

00510005 Event [ |

TCP Connection

[ o sener [
Service (Listen port) Remote IP Remote Port

Listen http (80)
- 10.1.0.94 60729
opc ua (4840)
Established https (443)

modbus/tls (802)
modbus/tcp (502)

System Logger

2025/04/22,19:33:55:Clear syslog

2025/04/22,21:52:26:EtherCAT is offline
2025/084/22,21:52:27:ec_slave[@].state = 4, ec_slave[8].AlLstatuscode = @xlb
2025/04/22,21:52:27:PosB safeop error -»> @x14 Sync manager watchdog
SR NRERL L D8 5075/94/22,21:52: 27 EtherCAT is online

2025/04/22,21:52:28:EtherCAT online init

2025/04/22,21:52:38:Pos8 safeop state -> Oxd

Clear
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5.10 Password Page

After clicking the Password tab, the Privilege Management page will be displayed.
Follow the steps below to reset or create a new your account and password.

Step 1: Enter the account and password in the field. (Use the default password “Admin” for the first

login)
Step 2: Enter the new password in the “Confirm new password” fields and make it enable.

Step 3: Click the “Submit” button to update the account and password.

v g EtherCAT MainDevice x +
« > ¢ 1010110 aQ

ICP Home | EtherCAT| Modbus | OPC UA | Network | Filter | Maintenance |
DAS  vetstat

Model Name [ZOTREZGH 1.3 B T Ethemetio
1

(/""" EtherCAT MainDevice

S EIERYE 0N 1.0.2 (Jan 8 2025) (el =t 00-0d-e0-ab-dd-31

TCP Port Timeout
(oGl (11 10.1.0.110 (Socket Watchdog, gt
Seconds)
System Idle
Initial Switch ] {Metwork Watchdog, [l
Seconds)

Privilege Management

Enabled

Confirm Password Authority

Account &
Password

| suemiT
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5.11 Logout Page

After clicking the Logout tab, you will be immediately logged out from the system and be returned

to the login page.

v (g EtherCAT MainDevice X+
<« - C 10.1.0.110 aQ W

_—~=o%  EtherCAT MainDevice
ICP Home | EtherCAT | Modbus | OPC UA | Network | Filter | Maintenance |

DAS Netstat | Password' Logout

S

Logout Successful

You have been successfully logged outl
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6. Typical Applications

This chapter provides some examples of typical scenarios for the ECAT-2601 module, including
applications focused on the Modbus Gateway, Modbus Net ID, Pair-connection and TCP Client Mode,
etc...

6.1 Modbus Gateway

The ECAT-2601 module is a Modbus TCP/UDP to RTU/ASCII gateway that enables a Modbus
TCP/UDP host to communicate with serial Modbus RTU/ASCII devices through an Ethernet network,
and eliminates the inherent cable length limitations of legacy serial communication devices.

)
b ModbUTER
| |
@ Send to Device#1 © send ti Device#2
(™) - ©
o o)
3 3
< <
o lw)
(2] (2]
1 5
b ECAT-2601 ECAT-2601 b
2 2
g (]
Broadcast to RS-232/422/485 Broadcast tti RS-232/422/485
RS-232 RS-422/485 g RS-422/485
D@ﬁb@ﬂ DM‘@@,&-»

Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.



Modbus/OPC UA to EtherCAT Main Device Accelerator

6.2 Modbus Net ID

The ECAT-2601 module is a gateway that can be used to convert between the Modbus TCP/UDP
protocol and the Modbus RTU/ASCII protocol.

Consequently, SCADA/HMI applications is able to access each Modbus RTU/ASCII slave device via
the ECAT-2601 gateway by specifying correct Net ID of the intended slave device in each Modbus
TCP request.

Note that the Net ID of the ECAT-2601 gateway is reserved for specific control purposes, and is
not used to access slave devices.

( Modbus TCP
CUEE  Modbus/TCP Security

o

RS-485 Serial Devices

Net ID=1
Net ID=2
Net ID=3

Response
Net ID=3

/'\

Net ID=2

,\

Net ID=1
Net ID=2
Net ID=3

Request
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7. Modbus Information

What is Modbus TCP/IP?

Modbus is a communication protocol developed by Modicon in 1979. You can also visit
http://www.modbus.org to find more valuable information.

The Different versions of Modbus used today include Modbus RTU (based on serial communication
interfaces such as RS485 and RS232), Modbus ASCIl and Modbus TCP, which is the Modbus RTU
protocol embedded into TCP packets.

Modbus TCP is an internet protocol. The protocol embeds a Modbus frame into a TCP frame so that
a connection oriented approach is obtained, thereby making it reliable. The master queries the
slave and the slave responds with the reply. The protocol is open and, hence, highly scalable.

7.1 Modbus Message Structure

Modbus devices communicate using a master-slave (client-server) technique in which only one
device (the master/client) can initiate transactions (called queries). The other devices
(slaves/servers) respond by supplying the requested data to the master, or by taking the action
requested in the query.

A query from a master will consist of a slave address (or broadcast address), a function code
defining the requested action, any required data, and an error checking field. A response from a
slave consists of fields confirming the action taken, any data to be returned, and an error checking
field.

Modbus TCP Message Structure

‘ 6-byte header ‘ RTU Data ‘
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Leading 6 bytes of Modbus TCP protocol:

Byte 00 Byte 01 Byte 02 Byte 03 Byte 04 Byte 05 ‘

Transaction ) N Length field Length field
. . Protocol identifier
identifier (upper byte ) (lower byte)

Transaction identifier: Assigned by Modbus TCP master (client)

Protocol identifier: 0

Length field (upper byte): O (since all messages are smaller than 256)

Length field (lower byte): Number of following RTU data bytes

RTU Data Structure

Data Field
Net ID )
e e Function Code Reference number Number of
(Address Mapping) points

» Net ID (Station Number): specifies the address of the receiver (Modbus TCP slave).

The first byte in the message structure of Modbus is the receiver’s address. The valid
addresses are in the range of 0 to 247. Addresses 0 is used for broadcast, while addresses 1
to 247 are given to individual Modbus devices.

»  Function Code: specifies the message type.

The second byte in the frame structure of the Modbus RTU is the function code. The
function code describes what the slave is required to do. Valid function codes are between 1
and 255. The slave uses the same function code as the request to answer it. Only when an
error occurs in the system will the highest bit of the function code is set to ‘1. Hence the

master will know whether the message has been transmitted correctly or not.
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Code Function | Reference (Address)
01 (0x01) Read the Status of the Coils (Readback DOs) OxxxXX
02 (0x02) Read the Status of the Input(Reads Dls) 1IXXXX
03 (0x03) Read the Holding Registers (Readback AOs) AXXXX
04 (0x04) Read the Input Registers (Reads Als) 3XXXX
05 (0x05) Force a Single Coil (Writes DO) OXXXX
06 (0x06) Preset a Single Register (Writes AO) AXXXX
15 (OxOF) Force Multiple Coils (Writes DOs) OXXXX
16 (0x10) Preset Multiple Registers (Writes AOs) AXXXX

> Data Field: is the data block.

Data is transmitted in 8-, 16- and 32-bit format. The data for 16-bit registers is transmitted in
high-byte first format. For example: OXOAOB ==> Ox0A, 0x0B. The data for 32-bit registers is
transmitted as two 16-bit registers, and is low-word first. For example: 0OxXOAOBOCOD ==> 0x0C,
0x0D, Ox0A, 0x0B.

The data field of messages sent between a master and a slave contains additional information
about the action to be taken by the master or any information requested by the slave. If the
master does not require this information, the data field can be empty.

Reference (Address) ‘ Description

Read/Write Discrete Outputs or Coils.

0xxxx A Ox reference address is used to output device data to a digital
output channel.

Read Discrete Inputs.

1xxxx The ON/OFF status of a 1x reference address is controlled by the
corresponding digital input channel.

Read Input Registers.

3xxxx A 3x reference register contains a 16-bit number received from an
external source, e.g. an analog signal.

Read/Write Output or Holding Registers.

Axxxx A 4x register is used to store 16bits of numerical data (binary or
decimal), or to send the data from the CPU to an output channel.

Note: For details regarding address mapping (Reference Number) depends on your slave device.
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01(0x01) Read the Status of the Coils (Readback DOs)

This function code is used to read either the current status of the coils or the current digital output

readback value.

[Request]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x01
Refer to the Modbus address depends on your
) slave device for more details.
02-03 Starting DO Address 2 Bytes Byte 02 = high byte
Byte 03 = low byte
) Byte 04 = high byte
04-05 Number of Points (Channels) 2 Bytes
Byte 05 = low byte
[Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x01
Byte Count of the Response
02 Byte Count 1 Byte
( n = (Points+7)/8)
n=1; Byte 03 =data bit 7to 0
n=2; Byte 04 = data bit 15to0 8
03 Data n Bytes
n=m; Byte m+2 = data bit (8m-1) to 8(m-1)
[Error Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x81
. Refer to the Modbus Standard Specifications
02 Exception Code 1 Byte )
for more details
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02(0x02) Read the Status of the Input (Read DIs)

This function code is used to read the current digital input value.

[Request]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x02
Refer to the Modbus address depends on your
. slave device for more details.
02-03 Starting DI Address 2 Bytes Byte 02 = high byte
Byte 03 = low byte
Byte 04 = high byte
04-05 Number of Points (Channels) 2 Bytes
Byte 05 = low byte
[Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x02
Byte Count of Response
02 Byte Count 1 Byte
( n =(Points+7)/8 )
n=1; Byte 03 =data bit 7to 0
n=2; Byte 04 = data bit 15to0 8
03 Data n Bytes
n=m; Byte m+2 = data bit (8m-1) to 8(m-1)
[Error Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x82
Refer to the Modbus Standard Specifications
02 Exception Code 1 Byte )
for more details
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03(0x03) Read the Holding Registers (Readback AOs)

This function code is used to readback either the current values in the holding registers or the

analog output value.

[Request]
Byte | Description | Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x03
Refer to the Modbus address depends on your
02-03 Starting AO Address 2 Bytes slave dEVIC? for more details.
Byte 02 = high byte
Byte 03 = low byte
Number of 16-bit Registers Word Count
04-05 2 Bytes | Byte 04 = high byte
(Channels) Byte 05 = low byte
[Response]
Byte | Description | Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x03
Byte Count of the Response
02 Byte Count 1 Byte
(n=Points x 2 Bytes)
Register Values
n=2; Byte 03 = high byte
Byte 04 = low byte
03~ Register Values n Bytes | n=m; Byte 03 = high byte
Byte 04 = low byte
Byte m+1 = high byte
Byte m+2 = low byte
[Error Response]
Byte | Description | Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x83
02 Exception Code 1Byte Refer to the Modbus Standard Specifications
for more details
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04(0x04) Read the Input Registers (Read Als)

This function code is used to read either the input registers or the current analog input value.

[Request]
Byte Description Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x04
Refer to the Modbus address depends on your
) slave device for more details.
02-03 Starting Al Address 2 Bytes .
Byte 02 = high byte
Byte 03 = low byte
. ) Word Count
Number of 16-bit Registers .
04-05 2 Bytes | Byte 04 = high byte
(Channels)
Byte 05 = low byte
[Response]
Byte | Description | Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x04
Byte Count of the Response (n=Points x 2
02 Byte Count 1 Byte
Bytes)
Register Values
n= 2; Byte 03 = high byte
Byte 04 = low byte
03~ Register Values n Bytes | n=m; Byte 03 = high byte
Byte 04 = low byte
Byte m+1 = high byte
Byte m+2 = low byte
[Error Response]
Byte | Description | Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x84
02 Exception Code 1Byte Refer to the Modbus Standard Specifications
for more details.
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05(0x05) Force a Single Coil (Write DO)

This function code is used to set the status of a single coil or a single digital output value.

[Request]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x05
Refer to the Modbus address depends on your
02-03 DO Address 2 Bytes slave device for more details.
Byte 02 = high byte
Byte 03 = low byte
OxFF 00 sets the output to ON.
0x00 00 sets the output to OFF.
04-05 Output Value 2 Bytes All other values are invalid and will not affect
the coil.
Byte 04 = high byte
Byte 05 = low byte
[Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x05
The value is the same as Bytes 02-03 of the
02-03 DO Address 2 Bytes
Request
The value is the same as Bytes 04-05 of the
04-05 Output Value 2 Bytes
Request
[Error Response]
Byte | Description | Size | Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x85
Refer to the Modbus Standard Specifications
02 Exception Code 1 Byte )
for more details.
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06(0x06) Preset a Single Register (Write AO)

This function code is used to set a specific holding register to store the configuration values.

[Request]
Byte | Description | Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x06
Refer to the Modbus address depends on your
slave device for more details.
02-03 AO Address 2 Bytes
Byte 02 = high byte
Byte 03 = low byte
Register Value
04-05 Register Value 2 Bytes | Byte 04 = high byte
Byte 05 = low byte
[Response]
Byte | Description | Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x06
The value is the same as Bytes 02-03 of the
02-03 AO Address 2 Bytes
Request
The value is the same as Bytes 04-05 of the
04-05 Register Value 2 Bytes
Request
[Error Response]
Byte | Description | Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x86
Refer to the Modbus Standard Specifications
02 Exception Code 1 Byte
for more details.
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15(0x0F) Force Multiple Coils (Write DOs)

This function code is used to set multiple coils status or write multiple digital output values.

[Request]
Byte | Description Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte O0xOF
Refer to the Modbus address depends on your
02:03 Starting DO Add 5 Byt slave device for more details.
i arting ress YIS | Byte 02 = high byte
Byte 03 = low byte
Number of Output Channels Byte 04 = high byte
04-05 . 2 Bytes _
(Points) Byte 05 = low byte
06 Byte count 1 Byte n = (Points +7)/8
A bit corresponds to a channel. A value of 1 for
a bit denotes that the channel is ON, while a
value of denotes that the channel is OFF.
07 Output value n Bytes | n=1;Byte07=databit7to0
n=2; Byte 08 = data bit 15to0 8
n= m; Byte m+6 = data bit (8m-1)to 8 (m-1)
[Response]
Byte Description Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte O0xOF
. The value is the same as Bytes 02-03 of the
02-03 Starting DO Address 2 Bytes
Request
Number of Output Channels The value is the same as Bytes 04-05 of the
04-05 ) 2Bytes
(Points) Request
[Error Response]
Byte Description Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte O0x8F
) Refer to the Modbus Standard Specifications
02 Exception Code 1 Byte

for more details.
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16(0x10) Preset Multiple Registers (Write AOs)

This function code is used to set multiple holding registers that are used to store the configuration

values.
[Request]
Byte | Description Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x10
Refer to the Modbus address depends on your
slave device for more details.
02-03 Starting AO Add 2 Byt
arting ress yres Byte 02 = high byte
Byte 03 = low byte
Word Count.
Numb f 16-bit Regist
a0 | Number of 16t Regiters 28ytes | Byte 04 high byte
Byte 05 = low byte
06 Byte Count 1 Byte n =Points x 2 Bytes
Register Values.
n= 2; Byte 03 = high byte
Byte 04 = low byte
07 Register Values n Bytes | n=m; Byte 03 = high byte
Byte 04 = low byte
Byte m+1 = high byte
Byte m+2 = low byte
[Response]
Byte | Description Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x10
The value is th B 2-03 of th
02-03 Starting AO Address 2 Bytes e value s the same as Bytes 02-03 of the
Request
04-05 Number of 16-bit Registers 2 Bytes The value is the same as Bytes 04-05 of the
(Channels) Request
[Error Response]
Byte | Description Size Value
00 Net ID (Station Number) 1 Byte 1to 247
01 Function Code 1 Byte 0x90
Refi he M ificati
02 Exception Code 1 Byte efer to the .odbus Standard Specifications
for more details.
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7.2 Exception Codes

If an exception occurs during Modbus communication, the slave device will return an Exception

Code in the response message. The following is an explanation of the Exception Codes:

»  Exception Codes:

Code  NameandDescription

ILLEGAL FUNCTION

0x01 Indicates that the function code received in the query is not an allowable action for the slave. If
not an allowable action for the slave. If a Poll Program Complete command was issued, this
code indicates that no program function preceded it.

0x02 ILLEGAL DATA ADDRESS
Indicates that the data address received in the query is not an allowable address for the slave.
ILLEGAL DATA VALUE

0x03
Indicates that a value contained in the query data field is not an allowable value for the slave.
SLAVE DEVICE FAILURE

0x04 Indicates that an unrecoverable error occurred while the slave was attempting to perform the
requested action.
ACKNOWLEDGE
Indicates that the slave has accepted the request and is processing it, but it will take an

0x05 extended period of time to do so. This response is returned to prevent a timeout error from
occurring in the master. The master can issue a Poll Program Complete message later to
determine whether the processing is complete.
SLAVE DEVICE BUSY

0x06 Indicates that the slave is engaged in processing a long—duration program command. The
master should retransmit the message later when the slave is free.
NEGATIVE ACKNOWLEDGE
Indicates that the extended file area failed to pass a consistency check, and the slave cannot

0x07 perform the program function received in the query. This code is returned when a
programming request using function code 13 or 14 decimal was unsuccessful. The master
should request diagnostic or error information from the slave.
MEMORY PARITY ERROR

0x08 Indicates that the slave attempted to read extended memory, but detected a parity error in the
memory. The master can retransmit the request, but maintenance may be required on the
slave device.

Copyright © 2025 ICP DAS CO., Ltd. All Rights Reserved.



Modbus/OPC UA to EtherCAT Main Device Accelerator

> Defined Exception Codes for ECAT-2601:

Code Name and Description

Timeout. The slave device does not respond within the timeout value, the ECAT-2601 will return this
code.

GATEWAY TARGET DATA FAILED TO RESPOND

Timeout. The slave device is still sending data when timed out, the ECAT-2601 will return this code.

Please use larger Slave Timeout value for the serial port of the ECAT-2601 module.

The ECAT-2601 will return this code when slave response is invalid Modbus message.

WRONG DATA LENGTH

The ECAT-2601 will return this code when ECAT-2601 received wrong data length.

Please use larger Slave Timeout value for the serial port of the ECAT-2601 module.

The ECAT-2601 will return this code when the CRC of the slave response is wrong.
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Appendix A: Glossary

1. ARP (Address Resolution Protocol)
The Address Resolution Protocol (ARP) is a telecommunication protocol that is used to convert an IP

address to a physical address, such as an Ethernet address.

Consider two machines A and B that share the same physical network. Each has an assigned IP
address IP5 and IPg, and a MAC address, MAC, and MACg. The goal is to devise a low-level software
application that hides the MAC addresses and allows higher-level programs to work only with the IP
addresses. Ultimately, however, communication must be carried out by the physical networks using
whatever MAC address scheme the hardware supplies.

Suppose machine A wants to send a packet to machine B across a physical network to which they
are both attached, but A only has the Internet address for B, IPg. The question arises: how does A
map that address to the MAC address for B, MACg?

ARP provides a method of dynamically mapping 32-bit IP address to the corresponding 48-bit MAC
address. The term dynamic is used since the mapping is performed automatically and is normally
not a concern for either the application user or the system administrator.

2. Clients and Servers
The client-server paradigm uses the direction of initiation to categorize whether a program is a

client or server. In general, an application that initiates peer-to-peer communication is called a

client. End users usually invoke client programs when they use network services.

By comparison, a server is any program that waits for incoming requests from a client program. The

server receives a request from a client, performs the necessary action sand returns the result to the

client.
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3. Ethernet

The term Ethernet generally refers to a standard published in 1982 by Digital Equipment Corp., Intel
Corp. and Xerox Corp. Ethernet is the most popular physical layer Local Area Network (LAN)
technology in use today.

4. Firmware

Firmware is an embedded software program or set of instructions programmed on a device that
provides the necessary instructions for how the device communicated with other computer
hardware, and is located or stored in a semi-permanent storage area, e.g., ROM, EEPROM, or Flash
memory. Firmware can often be updated by downloading a file from the manufacturer’s web site or
FTP.

5. Gateway
Computers that interconnect two networks and pass packets from one to the other are called

Internet Gateways or Internet Routers. Gateways route packets that are based on the destination
network, rather than the destination host.

6. ICMP (Internet Control Message Protocol)
ICMP provides a method of communicating between the Internet Protocol software on one

machine and the corresponding software on another. It allows a gateway to send error or control
messages to other gateways, or allows a host to diagnose problems with the network
communication.

7. Internet
Physically, the Internet is a collection of packet switching networks interconnected by gateways that
together with the TCP/IP protocol, allows them to perform logically as a single, large and virtual

network. The Internet recognizes hosts using 32-bit IP address.
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8. IP (Internet Protocol) Address
Each interface on the Internet must have a unique IP address (also called an Internet address).

These addresses are 32-bit numbers, and are normally written as four decimal numbers, one for
each byte of the address for example “192.168.41.1". This is called dotted-decimal notation.

9. MAC (Media Access Control) Address
To allow a computer to determine which packets are meant for it, each device attached to an

Ethernet network is assigned a 48-bit integer known as its MAC address (also called the Ethernet
address, the hardware address or the physical address). A MAC address is normally written as eight
hexadecimal numbers, for example “00:71:88: AF: 12:3e:0f:01”. Ethernet hardware manufacturers
purchase blocks of MAC addresses and assign them in sequence as they manufacture Ethernet

interface hardware. Thus, no two hardware interfaces can have the same MAC address.

10. Packet
A packet is the unit of data sent across a physical network. It consists of a series of bits containing

data and control information, including the source and the destination node (host) address, and is

formatted for transmission from one node to another.

11. Ping
Ping is a network administration utility used to test the whether a host on an Internet network is

active, and to measure the round-trip time for messages sent from the originating host to a
destination computer. Ping operates by sending an ICMP echo request message to a host, expecting
an ICMP echo reply to be returned. Normally, if a host cannot be pinged, Telnet or FTP cannot be
used to connect to the host. Conversely, if Telnet or FTP cannot be used to connect to a host, Ping is

often the starting point to determine the nature of the problem.

12. RARP (Reverse Address Resolution Protocol)

, ) ) _ 32-bit IP Address
RARP provides a method of dynamically mapping 48-bit MAC

address to the corresponding 32-bit IP address. RARP has now

been replaced by the Bootstrap Protocol (BOOTP) and the

modern Dynamic Host Configuration Protocol (DHCP).

ARP RARP

48-bit MAC Address
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13. Socket
Each TCP segment contains a source and destination port number that can be used to identify the

sending and receiving application. These two values, along with the source and destination IP
addresses in the IP header, uniquely identify each connection. The combination of an IP address and

a port number is called a socket.

14. Subnet Mask
A Subnet mask, often simply called the “Mask”, is a 32-bit number that masks and IP address, and

divides the IP address into the network address and the host address. Given its own IP address and
its subnet mask, a host can determine whether a TCP/IP packet is destined for a host that is (1) on
its own subnet, or (2) on a different network. If (1), the packet will be delivered directly; otherwise

it, will be delivered via a gateway or a router.

15. TCP (Transmission Control Protocol)
TCP is a set of rules used in combination with the Internet Protocol to send data in the form of

message units between computers over the Internet. TCP provides a reliable flow of data between
two hosts and is associated with tasks such as dividing the data passed to it from an application into
appropriately sized chunks for the network layer below, acknowledging received packets, setting

timeouts to make certain that the other end acknowledges packets that are sent, and so on.

16. TCP/IP
The Transmission Control Protocol (TCP) and the Internet Protocol (IP) is standard network protocols

that are almost always implemented and used together in a formation are known as TCP/IP. TCP/IP

can be used to communicate across any set of interconnected networks.

17. UDP (User Datagram Protocol)
UDP is an internet protocol that provides a much simpler service to the application layer as it only

sends packets of data from one host to another, but there is no guarantee that the packets will
reach the destination host. UDP is suitable for purposes where error checking and correction is

either not necessary or is performed in the application.
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Appendix B: Actual Baud Rate Measurement

Ideal Baud Rate (bps) Actual Baud Rate (bps) Error
300 298.48 0.51%
600 597.04 0.49%
1200 1197.6 0.20%
2400 2395.2 0.20%
4800 4790.4 0.20%
9600 9568.0 0.33%

14400 14392 0.05%
19200 19136 0.33%
38400 38464 0.17%
57600 57552 0.08%
115200 114960 0.21%
128000 128240 0.18%
230400 229920 0.21%
250000 250000 0.00%
256000 256400 0.15%
460800 459760 0.22%
921600 921600 0.00%

Note:

Recommended max baud rate is 115200 bps or below.
Because the loading of the module, we don’t guarantee a proper operation if using a larger baud
rate (over 115200 bps).
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Appendix C: Revision History

This chapter provides revision history information to this document.

The table below shows the revision history.

Revision Description

1.0 Jan. 2025 Initial issue
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